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SASE: The future of networks
and security has arrived
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Orange Business Services and Palo Alto Networks together provide a software-defined edge
and cybersecurity solution for a distributed world.

With the increasing use of multicloud, apps, users, and data are everywhere. This distributed
landscape means that traditional perimeter networking and security are no longer workable.
At the same time, cyberthreats across the network are becoming harder to spot, and attacks

are becoming significantly more sophisticated.

To address these issues, Orange Business Services
has teamed with Palo Alto Networks to deliver
Prisma® SASE. It converges best-of-breed cloud-
based security and SD-WAN capabilities to deliver
an unrivaled user experience, while reducing
complexity, and security risk.

Palo Alto Networks Prisma® SASE delivers a
tightly integrated and comprehensive secure access
service edge solution that combines security,
networking and digital experience management.

SASE converges network
and security functions

SASE combines software-defined wide area
network (SD-WAN) capabilities with a framework
of security strategies built around securing
assets, meeting the requirements of cloud and
“as-a-service” technology adoption. This security
network approach delivers network and security
services at the underlay and overlay level as a
single service, dramatically reducing complexity.

Supporting cloud-native security

Security considerations are changing as enterprises
experiment with the benefits of cloud native applications.
SASE supports the increasingly dynamic routing and
flexible identity and access resources demanded to
secure workloads and data in a cloud native environment.

www.orange-business.com

Why your business needs Prisma® SASE

Legacy networks no longer work adequately in our
cloud-enabled world. Risks include:

= |nability to scale for hybrid work and cloud

= Lack of centralized control

= |nability to adjust for changing underlay quality
m  Security gaps and policy inconsistencies

= Poor user experience and latency due to
backhauling of traffic to data centers for security
policy enforcement

Prisma® SASE delivers on business value

Data is a critical business asset that needs to be protected
everywhere, from the data center to multiple cloud
services. SASE ensures applications are routed in the
most efficient way embedding security into the network
ecosystem regardless of where or how data or the
application is being accessed. This enables efficient and
secure software as a service (SaaS) and multicloud use to
support work from anywhere programs.

SASE provides a holistic solution that gives businesses
comprehensive security and efficient routing providing
enhanced visibility and edge-to-edge security for the
network perimeter, improving network performance, the
user experience, and ultimately productivity.

Prisma SASE converges zero-trust network access
(ZTNA), cloud secure web gateway (SWG), cloud access
security broker (CASB), firewall as a service (FWaaS),
and SD-WAN into a single solution.

Prisma® SASE: An industry-leading,
comprehensive SASE solution

For any organization looking to become an agile, cloud-
enabled data-driven company, Prisma SASE offers a
comprehensive and complete SASE solution. Palo Alto
Networks Prisma SASE brings together best-of-breed
security and best-of-breed next-gen SD-WAN into
a cloud-delivered platform. It consolidates multiple
point products, including ZTNA, Cloud SWG, CASB,
FWaaS, and SD-WAN, together with autonomous digital
experience management (ADEM) into a single integrated
service, reducing network and security complexity while
increasing organizational agility. With ADEM, IT teams
can monitor the user experience end-to-end and
proactively address any issues affecting performance.

The result is a solution that consistently optimizes and
secures all applications used by your hybrid workforce,
regardless of their location.

Prisma SASE can boost your enterprise, optimizing
security and performance by providing:

Flexibility within the cloud to easily implement
security services and increase performance

A single centralized platform instead of multiple
point products

Consolidation of multiple point products to
reduce network complexity while increasing
operational agility

Zero trust to validate every stage of digital interaction
for increased security

Easy implementation of data security policies across
the network

Threat prevention for enhanced security and visibility
into the network

Exceptional user experience, with end-to-end
visibility insights, and guaranteed performance SLAs

Best-in-class security to enable a Zero Trust posture

Orange Business Services can design, build, and
operate a fully integrated SASE model based on
Palo Alto Networks solutions including:

Prisma® SD-WAN, the industry’s only
next-generation SD-WAN that is autonomous,
integrated, and secure

Prisma® Access delivering consistent security
to remote networks and mobile users

Prisma® Cloud, the only comprehensive
cloud native security platform

Next-Generation Firewall, ML-powered to
stop Day Zero threats

Cortex - bringing together best-in-class
threat detection, prevention, attack surface
management, and security automation
capabilities into one integrated platform



Why Orange is your ideal SASE partner

SASE is a broad-ranging, multi-disciplinary project with many moving parts. Not all enterprises have the skills,
resources, or time to design, build, and operate a SASE model.

Here at Orange Business Services, we can put your enterprise ahead of the SASE curve, allowing you to make
network and network security changes with minimal disruption, while capitalizing on the business benefits.
Our global team of IT and security professionals are skilled in network optimization, knowledgeable about new
and emerging technologies and familiar with regulatory and compliance measures.

= 8,900 experts in managing your integration
and digital transformation

= Experience deploying SD-WAN to nearly
20,000 end points globally

= 18 security operations centers (SOCs)
around the globe

= 2,500 security practitioners at a time when
the employment market for cybersecurity
has a negative unemployment

= Private MPLS and public internet underlay
services are available in 220 countries and
territories globally

= Edge-to-cloud expertise ensures security,
performance, and cost optimization for
your network

160 counties with local sales and support Our
team of experts provides operational excellence
combined with solid tools to create a rich API
catalog to enhance any co-management model

MSI capabilities offer simplicity and streamlined
management of multiple service providers

Co-management platform that provides your
security teams real-time visibility

Intelligence backbone integration protects
you from emerging threats

Security managers that understand your
priorities, challenges and provide both guidance
and actionable recommendations

Integrated Managed Detection & Response
services that allow you to discover breaches
in real time and give you the ability to respond

Find out more about how Orange Business Services and
Palo Alto Networks can deliver on a smooth and productive SASE
journey. For further details visit us at: www.orange-business.com
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