
Protect your mobile devices from threats

n	 An agent installed 
	 on the mobile device, 
	 transparent and 
	 always on

n	 Real-time analysis 
	 of suspect behavior 

+253% increase in ransomware  
on mobile devices during 1H 2017*

+24% increase in mobile  
malware during Q4 in 2016

~10% of apps on Google public  
stores are potentially dangerous

*1 our of 10 enterprises have already experienced a mobile attack.

Mobile threats on the rise
The frequency of mobile attacks is increasing and no 
enterprise is immune. Mobile devices and apps have 
opened up a host of new attack vectors and data 
security challenges for IT. 
Mobile devices have become constant companions in the workplace. 
Mobile security threats will continue to grow as more and more corporate 
data is accessed on these devices. Analyst firm Gartner predicts that 
by 2021, 27 percent of corporate data traffic will bypass perimeter 
security, and flow directly from mobile and portable devices to the 
cloud. Most users are unaware that their devices are vulnerable to 
attack. It is paramount IT can detect these emerging threats and 
protect mobile users to exploit mobile-first as a competitive edge.

Ensure 360°degree mobile protection
Mobile Threat Protection is a rapidly deployable multi-platform solution 
to protect your mobile device fleets from cyber attacks:

n	 Protect against all types of known or unknown risks (malware, 
	 network and OS breaches, phishing by texts)

n	 Quickly detect suspect behavior on mobile devices

n	 A transparent and agile solution via the cloud

n	 Enhance EMM (Enterprise Mobile Management) solutions with 
	 a dynamic security layer that automates threat prevention

Growing risks

Mobile threat 
protection

Security



Mobile Threat Protection 

Administrator portal
n	 Addition/removal of users

n	 Comprehensive dashboard to see 
	 the threats to your mobile fleet

n	 Detailed information on each threat

Low mobile mark
n	 No update required on the devices 
	 (cloud-based service)

n	 Low battery consumption

n	 Low memory/CPU consumption

Integration with EMM
n	 Automatic user deployment from EMM 
	 tool (Enterprise Mobile Management)

n	 Automatic control of the actions to be 
	 performed on the devices by EMM

n	 Detailed information on each threat

Benefits
n	 We are a trusted operator

n	 Easy access via a customer portal

n	 A simple service to deploy – seamless for 
	 your users

n	 Runs on both iOS and Android platforms 
	 and is not tied to any specific carrier

 Your advantages
n	 Simple and fast deployment

n	 No infrastructure to install

n	 Compatible with any operator

n	 No update to check on the terminal

n	 No need to invest in or maintain an expensive 
	 or complicated solution

n	 A monthly subscription calculated as close 
	 as possible to your use

For more information, 
contact your sales 
representative.

Follow us: https://cyberdefense.orange.com 
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Agent
Run in the background, 
low consumption, 
CPU/battery 

Cloud platform
Cloud platform, global 
knowledge base,  
European location

Admin portal
Deep visibility of the  
threat, dashboard 
and configuration

EMM integration
Visibility and total fleet 
control to proactively 
remove threats


