Secure Gateway

“With Secure Gateway, we

have been able to centralize our
Internet access by geographical
region — Europe, Asia and
America — while maintaining a
consistent security policy in line
with our business objectives.”

Dominique B.
CIO of a multinational company

security for your
strategic sites

m robust protection for your internal networks against

threats from public networks such as the Internet

choice of services including firewall; anti-virus
protection for your messaging and Web
connections; URL and content filtering; and
forward- and reverse-proxy to optimize bandwidth,
accelerate content delivery and increase security

best-of-breed, fully managed security services

powerful and modular solution for consolidation
and better control of Internet access

adaptable for central and strategic sites
(headquarters, data centers, subsidiaries, etc.)

worldwide availability and already adopted by
many multinationals
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control and secure your Internet access

m  Secure Gateway centralizes the Internet accesses for your extended business community. Each
individual site can access the worldwide Web via a limited, optimized and consolidated number
of gateways instead of each site managing its own access

m consolidation brings better control, optimized costs and a global security policy applicable to all

your sites

set your security strategy, then delegate administration

You remain fully in control of your security policy, but we handle the implementation and day-to-day
management. On your behalf, we:

m verify and deploy the services you've chosen, wherever and whenever you need them

® manage your security equipment (patch updates, anti-virus signature updates, license management,
on-site replacement within four hours, etc.)

= monitor your equipment 24/7 and implement corrective actions as needed

m produce service performance reports and statistics

You can interact in real-time with Orange Business Services through a secure Web interface,
allowing you to:

= submit change requests
m view your security policy in real time 24/7 and track changes made to it

m access vulnerability reports produced by an independent and trusted third party

optimize your resources

By delegating the management and implementation of your security policy to Orange, your costs are
under control.

m your security and IT specialists are freed up to focus on core business projects. We partner with
you to translate your security policy into a vector of business growth

m charges are fixed and predictable with a pricing structure that includes initial subscription to the
service followed by a monthly subscription fee so you can rationalize expenditures

good to know

Our DEFEND managed security services (firewall,
anti-virus, URL filtering, proxies) protect your
internal network at the perimeter from the Internet.
They’re perfect for companies of all sizes, for all
types of environments (intranets, extranets) and
for centralized and multi-site topologies.

for more information about Secure Gateway, contact your local account
team or visit our website at www.orange-business.com
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